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1. Introduction

Post supporting multiple global Customers every day and handling tickets ever since the launch of UiPath product,
UiPath Product Support team identifies that there are certain set of events, configurations, logs which comprise the

basic requirements for an UiPath Product Support Engineer to troubleshoot Customer issue.

In case of an issue, using this Monitoring Tool V2, all the basic information of the UiPath RPA setup is gathered at a

common platform which is accessible to both UiPath Product Support Engineer and Customer.

2. Purpose of this Document

This document is intended for Customers and UiPath Product Support Engineers who are the potential users of the
developed Investigator - Monitoring Tool V2. This document captures the features offered and the procedure to use the

monitoring tool.

3. Problem Statement

The turnaround time to resolve a customer issue is more as Engineer needs to understand basic system information at

customer site.

4. Developed Solution

In order to collect RPA environment setup spontaneously and instantly, UiPath Product Support has developed the
“Monitoring Tool V2” where Customers can capture RPA environment details by running this tool that helps to identify

and address the problem root cause.

5. Monitoring Tool Components

Monitoring Tool V2 has following two components

a) Ul(SmartSupport.exe) - It can be run as a stand-alone application as well, if the monitoring needs to be
done on the same server. However, if you want to monitor a different server from another machine then the

second component i.e. Service should be running on the server which needs to be monitored.

b) Service (UiPath.Monitoring.Server) - This is an exe (console application) and can be installed as service
using NSSM.

Note: Admin access is required to access events, registry settings etc. In some cases, the tool might not run without

admin privileges. It is recommended to use this tool with admin privileges.
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6. Connecting Service with Ul

The below steps will guide to establish service connection with User Interface :

1. To connect Ul with the Service, run the service in the remote robot machine. It will provide you URL and

port number

B | C\Users\UiPathdemo\Downloads\service\Belease\UiPath.Monitoring.Server.exe

Server running at http://.pip-uvir-sunil:11600

2. The port number is configurable. To change the port number, please open
“UiPath.Monitoring.Server.exe.config” from the root folder of this tool and provide the desired port number

to key “port”.

<appSettings>
Eddd xey="port" value="11000" &
</appSettings>

3. Run the Ul in any other machine in the same network.

Open Settings window

5. Provide URL and port. Click on connect button Y

IP Address/Hostname ort
r ostnarr P a

o/ vom O %

6. Wait till the Ul gets connected to service and the connect button changes to disconnect button

7. The time stamp in the “Dashboard” tab is visible now

B ' SMART SUPPORT

The Ul and the service are connected. Moving on to any other tab(except Database Maintenance), the details from

the remote machine will be obtained.
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7. User Interface Acquaintance

The landing page of the Monitoring Tool V2, offers 5 buttons( on the left-hand side) which serves different purpose i.e.

capturing different sets of information.

B SMART SUPPORT

Name DIl Path System CPU Network os Memory
2

UiPath.Service.Host. C:\Program Files (x86)\UiPath\Studio\UiPath.Service.Host Property Value Property Value
ntdll.dll CAWINDOWS\SYSTEM32\ntdIl.dll s 2

File Read Operations/sec 489.9¢ File Data Operations/sec 675.121
MSCOREE.DLL CAWINDOWS\SYSTEM32\MSCOREE.DLL

File Write Operations/sec 168.1€ System Up Time 558973.6
KERNEL32.dlI CAWINDOWS\System32\KERNEL32.dll

File Control Operations/sec 1259.5 Processor Queue Length 2
KERNELBASE.dII CAWINDOWS\System32\KERNELBASE.dII

File Read Bytes/sec 98102 4 Processes 300 &L
ADVAPI32.dIl CAWINDOWS\System32\ADVAPI32.dII < = < =2
msvert.dll CAWINDOWS\System32\msvert.dll
sechost.dll CAWINDOWS\System32\sechost.dll z o0 L
RPCRT4.dIl CAWINDOWS\System32\RPCRT4.dll @/ @ 0.1 -

R 00—0—0—0—0——0
SspiCli.dll CAWINDOWS\System32\SspiCli.dll . o 1 2
O commit Size
U 100 )
CRYPTBASE.II CAWINDOWS\System32\CRYPTBASE.dII O working set
Private Working Set
beryptPrimitives.dll CAWINDOWS\System32\bcryptPrimitives.dil O peak Working et
. O O Private Working Set 0

mscoreei.dll Cawindows\Microsoft. NET\Framework\w4.0.30319\mscc & O virtual Memory DL

On analysis, UiPath Robot crashes because of poor design of workflow, improper memory management in the

workflow or the environment not coping with Robot interacting with multiple application as a part of automation.
Each of the features are explained in detail with illustrative screenshots as below:
a) System Related Information

In the Left pane, the dII’s used by UiPath Robot are listed with their location. In the Right hand side, the speedometer
shows the CPU utilization per sec along with other graphs details like memory utilization and network details for a
bot, etc. There are also other system related parameters available, which is helpful to understand the performance

of the system. These parameters aid to distinguish if the issue is with Bot or specific to environment.
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Name DIl Path | System | <o ] | Network | | _os | [ Memory |

UiPath.Service.Host C:\Program Files (x86)\UiPath\Studio\UiPath.Service.Host

Property Value Property Value
ntdil.dll CAWINDOWS\SYSTEM22\ntdIl.dll ~ -
File Read Operations/sec 146.87 File Data Operations/sec 207.0777
MSCOREE.DLL CAWINDOWSNSYSTEM32\MSCOREE.DLL
File Write Operations/sec 63.19¢ System Up Time 562876.9
KERNEL32.dll CHNWINDOWS\System32\KERNEL32.dll
File Control Operations/sec 1330.€ Processor Queue Length o
KERNELBASE. Il CAWINDOWS\System32\KERNELBASE Il
File Read Bytes/sec 46202 4 Processes 297 +
ADVAPIZ2.dIl CHNWINDOWS\System32\ADVAPIZ2.dIl < = £ =
0.2 0.2
msvert.dll CAWINDOWS\System32\msvert.dll
01
40 60
sechost.dll CHNWINDOWS\System32\sechost.dll
RPCRT4.dll CAWINDOWS\System32\RPCRT4.dll 20 80
SspiCli.dll CRNWINDOWS\System32\SspiCli.dll o 1 2
O commit size
U gou - 01
CRYPTBASE.dII CAWINDOWS\System32\CRYPTBASE.dII O working set
Private Working Set
beryptPrimitives.dll CAWINDOWS\System32\beryptPrimitives.dll O Peak Working Set .
. 0 ) private Working Set o ~
mscoreei.dll C\Windows\Microsoft NET\Framework\v4.0.30319\mscc & O virtual Memory Ei=EEE

b) Configuration Details

Using the Monitoring tool - configuration tab, changes in the respective config file can be performed instantaneously
and the job of determining the RPA status is performed. The changes made on the config file in the Monitoring tool

gets reflected in the original config file as well.

B SMART SUPPORT - [m] *

license.config C:\Program Files (x86)\UiPath\Studio\NLog.config m
<?xml version="1.8" encoding="utf-8" ?> L
NLog.config <nlog xmlns="http://www.nlog-project.org/schemas/NLog.xsd" xmlns:xsi="http://www.w3.org/2
<variable name="WorkflowlLoggingDirectory" value="${specialfolder:folder=LocalApplicatiol
NuGet.Config <rules>

<logger name="Workflowlogging" writeTo="WorkflowlLogFiles" final="true" />
<logger minlLevel="Info" writeTo="EventlLog" />
</rules>
<targets>
<target typ
<target type
UiPath.DiagTool.exe.config </targetsy

</nlog>

UiPath.ActivityCompiler.CommandLine.exe.config

UiPath.Agent.exe.config

File" name="WorkflowlLogFiles" fileName="${WorkflowLoggingDirectory}/${sl
EventLog" name="EventlLog" layout="${message}" source="UiPath" log="Appl:

UiPath.Executor.exe.config
UiPath.Explorer.Launcher.exe.config
UiPath.ScaleCoordinates.exe.config
UiPath.Service.Host.exe.config
UiPath.Studio.exe.config
UiRobot.exe.config

NuGet.Config

UiAgent.settings

UiStudio.settings

¢) Logging Details

Different logging levels are captured using the Monitoring Tool V2 and are described as —
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» Event Viewer Logs - This Feature allows you to check last 15 days Windows event viewer logs of the machine,
specifically for Sources which are required in order to debug an issue with respect to UiPath and comes with

different Level of event logs.

How to use: This is landing page of Logging tab. All the event viewer logs can be filtered based on various
Sources available and level of severity. There is an additional Smart Search functionality is available for Logs,

where any combination of keywords can be searched and the same can also be exported into one CSV file.

B | SMART SUPPORT - m} x

Event Viewer Logs Group Policies Trace / Diag Logs
Filter
Source ~ Date and Time LE‘!E'E Message | Search String - .
. : . T
.NET Runtime 19-06-2019 05:57:48 Error Application: explorer.exe
Framework Version: v4.0.30319
Application Error 19-06-2019 05:57:48 Error Faulting application name: explorer.exe, version: 10.0.17134.677, time stamp: Oxb4a88dff
Faultina module name: exolorerframe.dll. version: 10.0.17134.1. time stamp: 0x30a2e7dd
-NET Runtime 18-06-2019 23:40:29 Error Application: Explorer.EXE
Framework Version: v4.0.30319
Application Error 18-06-2019 23:40:29 Error Faulting application name: Explorer.EXE, version: 10.0.17134.677, time stamp: Oxb4a88dff
Faultina module name: exolorerframe.dll. version: 10.0.17134.1. time stamp: 0x30a2e7dd
Annlication Frear 18-NA-201Q 22-17-24 Frrar Faltina annlicatinn namar hackarmiindTaskHoct ava varsinn: 10017124 1 tima ctamn: (veha,
Log Details:

Application: explarer.exe
Framework Version: v4.0.30319

Description: The process was terminated due to an unhandled exception.
Exception Info: exception code c0000005, exception address 00007FFA27870FD1

Uistudio.settings

» Group Policies - This feature allows you to verify and confirm if a Specific User/Robot is a part of any
mentioned group policy or not. There are only some of the Group policies fetched which in some way matters
with UiPath.

How to use: When this page is loaded, group policies are fetched. There is a button for Edit Group Policy
available, on click of this button, Windows Group Policy editor will be opened. This button is only enabled when
the service is running in the same machine where Ul is seen. In case the data is coming from different machine
(service is running in different machine) then this button will be disabled. This will prevent any group policy

changes made from any outer machine.
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Event Viewer Logs Group Policies Trace / Diag Logs
Policy Security Setting -

Log on as a batch job BUILTIN\IIS_IUSRS, BUILTIN\Performance Log Users, BUILTIN\Backup Operators, BUILTIN\Administrators

Deny Log on as a batch job

Deny log on locally _3uest
Deny access to this computer from the network _3uest

Deny log on through Remote Desktop Services

Deny log on as a service

> Trace/Diag Logs - This tab contains the functionalities given in the below screenshot. The details about each

functionality has been mentioned in the description given in next page

| SMART SUPPORT - u] X

Event Viewer Logs Group Policies Trace / Diag Logs

Diagnostic Tool

KB Patch Upgrade List _ .

Low Level Tracing

_ R -

Dot Net Framework Repair Tool

- Enable/Disable Tracing:
= This functionality is used for enabling low level tracing, to troubleshoot any issue with more detailed

logging mechanism.

= How to use: By default, Enable Tracing button will be enabled, on click of this button, Low level
tracing will be enabled, and Disable Tracing button will be enabled. When performing any operation
in this mode, will be logged with detailed logs mechanism [Only used for troubleshooting purpose],
once the operation is completed. Disable Tracing button can be clicked, which will be stopped Low
Level tracing and one etl file will be generated on the desktop, where the service is running. This
etl file can be used in order to further troubleshoot the issue.
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- Diagnostic Logs:
= This tool is used for troubleshooting purpose, where on clicking of it, creates a zip file in C:\
drive with name Logs.zip. This zip folder contains various logs like etl, event viewer, Studio
Logs, Nuget user settings etc.

- KB Patch List:
» This functionality is used for generating a text file consisting all the recent KB patches from
Microsoft, applied in the machine. KB Patch list is shown on the Ul as well with any of the
known affected KB patch status [if available]

= How to use: On click of “KB Patches” button, a text file with datatime format is downloaded in
C:\ drive and the list is also shown on the Ul in a grid.

= There is one extra button added, which is used for showing some of the known KB lists.

- Dot net Framework Repairing Tool:

= This functionality is used for repairing the dot net framework available in the machine

= How to use: On click of the button, it will redirect to a Microsoft webpage for dot net repair tool,

from where the tool can be downloaded and install with the instructions given.

d) Robot Streaming

This feature allows you to stream the working of an unattended/attended robot to any other machine in same
domain network.

Pre-requisites- The Ul should be connected to the service. Please follow the steps mentioned with the heading
<Connecting Service with Ul> to connect the Ul with the service

How to Use- Once the service gets connected successfully, click on the stream button as highlighted in the

below screenshot and the stream of the robot machine, where the service is running, will be started-
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B! SMART SUPPORT

" ® B o] & B o] ¥

Jira_terminal Webex Teams lib1.1.0.1-a... 237-23708... orchestratois! SOFW-E1-... 69-699738 ... Main (4).xlsx

UiPath Studio

v

lib1.1.0.1-a..

This is the working of the robot
machine where the service is
running

Web.config

B

starlight.png

B

manchester...

Quartz_log....
| —— C/

Jira.xlsx

e) Database Maintenance
This feature will be used to perform database maintenance in Orchestrator database. It is important to keep
Orchestrator database free from clutter because large number of data may result in various issues in

Orchestrator. Hence, it is good to clear old data from the database periodically.

Pre-requisites - The user should have read/write access to the Orchestrator database.

How to use —
v" Click on the Orchestrator button highlighted in the below screenshot.

B SMART SUPPORT

v" Click on the “Connect” button. This will make “Database Details” form visible on the screen.
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v Fillthe correct details in the respective fields (Server Name, Database, Authentication Type, Username,

Password) present in Ul. Refer the below screenshot.
B | SMART SUPPORT - O X

Provide Database Details

Server Name ‘ |

Database ‘ |

Authentication Type (O windows Authentication
o SQL Server Authentication

User Name ‘ |

Password ‘ |

Note: In case the user selects authentication type as “Windows authentication”, He / She doesn’t need to
provide user name and password. These fields will be disabled. These fields are required only when the

authentication type is “SQL server authentication”.

Once all the required data are filled, Click on “Submit” button. This will make a data grid appear on the
screen with count of rows from dbo.Logs, dbo.Queueltems, dbo.UserNotifications and
dbo.TenantNoatifications table along with size of MDB and LDB file in MB. Please note that the MDB / LDB
size label appears in green. However, if the size crosses 2000 MB, it will appear in red colour.
Select the Start Date and End Date. Below are the points that needs to be considered for date selection.
o Start Date and End Date cannot be null. These are mandatory fields.
o Start Date should be prior to End Date.
o The difference between Start Date and End Date should fall within a range of 30 days.
Post selecting Start Date and End Date, click on the Delete button in order to delete the data from the

respective table for the selected range of date. A confirmation popup will appear.

Investigator — The Monitoring Tool V2

11



Ui|Path”

8| SMART SUPPORT

Logs Table

Queue Table

User Notification

Tenant Notification

Once user clicks on “Ok” button, data will be deleted from the database for the specific range of date.

8. Conclusion

This innovative tool gathers required RPA setup information, that empowers Customer for a self — resolution model

No of Rows

133778

54

0

993

Start Date

] & B

End Date

Size of MDF(In MB) : 264
Size of LDF(In MB) : 17672

] )
]
] ]

bl

Delete

and gives UiPath Product Support Engineer an edge for performing faster and easier first - hand analysis of Customer

issue.
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